1. Introduction
The objective of this document is to detail the testing approach for the internet forensics application, including the test cases and the associated test
evidence.

2. Testing Approach — Group 2

The testing involves manual and automated testing

The automated tests, which are written using Django’s test utility also need to be tested, hence the requirement for manual testing, to verify the
automated tests work correctly

3. Automated Testing

The following commands need to be entered :

e pip install pytest
e python tests.py

Enclosed is the evidence from running the tests.py file:

Requirement already satisfied: packaging in c:\users\janea\appdata\local\programs\python\python311\lib\site-packages (from pytest) (22.0)

Requirement already satisfied: pluggy<2.0,>=0.12 in c:\users\janea\appdata\local\programs\python\python311\lib\site-packages (from pytest) (1.0.0)

Requirement already satisfied: colorama in c:\users\janea\appdata\local\programs\python\python311\lib\site-packages (from pytest) (0.4.6)

PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics>

PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics> python test.py

C:\Users\janea\AppData\Local\Programs\Python\Python311\python.exe: can't open file 'C:\\Users\\janea\\OneDrive\\Documents\\GitHub\\DjangoForensics\\test.py': [Errno 2] No such file or directory
PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics> cd Group2

PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics\Group2> cd internetForensics

PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics\Group2\internetForensics> python test.py



C:\Users\janea\AppData\Local\Programs\Python\Python311\python.exe: can't open file 'C:\\Users\\janea\\OneDrive\\Documents\\GitHub\\DjangoForensics\\Group2\\internetForensics\\test.py': [Errno 2] No
such file or directory

PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics\Group2\internetForensics> python tests.py

PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics\Group2\internetForensics>



) File Edit Selection View Go Run Terminal Help tests.py - DjangoFarensics - Visual Studia Code

BPLORER w @ testspyM X ® READMEM M
- OPEN EDITORS Group2 > intemetForensics > ® testspy > § check_user_login_invalid
X @ testspy Group2intemetfor... M 1 from django.test import TestCase
@® READMEmd M 2
 DANGOFORENSICS 3} # Test that the login URL works and that the user id and password are returned successfully
4} # self.client.get is a Django test client
7 e 5! class URLTesting(TestCase):
> Group2 6 def url_login test(self}:
~ internetForensics 7 response = self.client.get('/login’)
> _pycache__ 8 assert response.status_code 200
> migrations 9 html = response.get_data(as_text=True)
5 cxira 10] # test the user id and password from the login page

11 assert 'name="username"" in html
12 assert 'name="password”’ in html
& e 13 assert 'name="submit"* in html

~ templates' intemetForensics

© caseshtml 12
© changepassword html 15] # test if a valid user can login using a test user id and test password
© create_reportshtml 16 def check_user_login valid(self):

17 response = self.client.post('/login’, data={

< criminalactivity.html

) 18 ‘username': 'Officer’,
< filinghtml . S :
10 password’: 'essex123”, L
@ Legrnlir 20 1, follow_redirects-True)
< main.html 21 assert pesponse.status_code == 200
© mainpage html 22 assert response.request.path == '/login’
< manage_reportshtml 23

24 # test to check if a invalid user cannot login
25) def check_user_login_invalid(self):

< messageshtml
< navbarhtml

26 response - self.client.post('/login’, data{
< userslogshtml . ; S ciee
i 27 usernane': 'Janealdridge’,
& _init_py 28 ‘password’: 'essex123",
# adminpy 29 »
% appspy E assert response.status_code == 208
# decoratorspy 31 html = response.get_data(as_text=True)
# formspy zf assert 'Invalid User Id' in html
ol 3a] # test to check if a invalid password cannot login
@ testspy M 35] def check_user_login_invalid(self):
@ urls.py 36 response = self.client.post('/login’, data={
@ userlogspy 37 ‘username': 'Officer’,
# views.py 38 ‘password’: 'surrey123’,
dbsalite3 Mo n
a0 assert response.status_code == 200
% manage.py
i, a1 html = response.get_data(as_text=True)
® READMEmd M P assert 'Invalid password’ in html
a3
a4
a5
46
ag
49
5e
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[ powershell

Requirement already satisfied: packaging in c:\users\janea\appdata\local\programs\python\python311\lib\site-packages (from pytest) (22.6)

Requirement already satisfied 2 in c:\users\janea\appdata\local\programs\python\python311\1ib\site-packages (from pytest) (1.0.e) (T python
Requirement already satisfied: :\users\janea\appdata\local \prograns\python\python311\1ib\site-packages (from pytest) (0.4.6) [ powershell
Psc i 5] powershell

c \Users\janea\AppData\Local\Programs\Python\Python311\python.exe: can’'t open file "C:\\Users\\janea\\OneDrive\\Documents\\GitHub\\DjangoForensics\\tast.py': [Errno 2] No such file or directory pythen
C:\Users\ janea\OneDrive\Documents\GitHub\DjangoForensics> cd Group2 powershell
us C:\Users\ janea\OneDrive\Docunents \GitHub\DjangoFarens ics\Group2> cd internetforensics powershell

PS C:\Users\janea\OneDrive\Docunents\G1tHub\Djangororensics\Group2\intematrorensicss python test.p

C:\Users\janea\AppData\Local \Prograns\Python\Python311\python.exe: can't open file 'C: \\u;ers\\j|anea\\ﬂnsDrJvs\\Dn(uments\\GJtHub\\D]angnFnrsns)cs\\ﬁmupz\\lntemstFnrsnslcs\\tsst py': [Errno 2] No such file or directory
» TUITE PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics\Group2\internetForensics> python tests.py

> TIMELINE PS C:\Users\janea\OneDrive\Documents\GitHub\DjangoForensics\Group2\internetrorensics> ||

¥ Jane-branch® 3 @0 A0 Ln37,Col33 Spacess4 UTF-8 CRIF {3 Python 311164bit @Golve & 0

e LD ZBEUSE@006dE@ 20 8F ©% ppaw

4. Design Requirements




The below test cases cover functional and security testing, and also test against the design requirements, as documented in the design proposal document:

‘Sprint One will be a 4 week sprint, and will focus on the current top OWASP threats (See Appendix in Design Document). The sprint will include a mitigation

from each of the first one to seven OWASP categories’

Scope as defined in the design proposal:

Threat Mitigation Category | Proposed Threat Mitigation Changes OWASP | STRIDE

Authorization e User permissions and roles Yes Yes
e An administrator Ul where a locked user can be unlocked, and where new users can be added

and leavers de-activated

Multi-factor Authentication e Password standards Yes Yes
e OTP

o Three attempts to logon

Input Validation e Logon Ul which includes input validation Yes Yes

e Server-side input validation

Encryption e Encryption of data in transit and at rest Yes Yes

Security Misconfiguration e Implementation of the MVC architecture pattern Yes No

5. Sprint One — Scope Changes

5.1 New Functionality added to Sprint One Scope




Sprint one scope was changed to include the following:

e For sprint one, in order to be able to test permissions and user roles adequately, we also developed a dashboard, where access to different
functions is dependent on the user role and associated permissions.
e A CSRF token was implemented, which mitigates the risk of cross site request forgery :

‘In any template that uses a POST form, use the csrf_token tag inside the <form> element if the form is for an internal URL’
(https://docs.djangoproject.com/en/4.1/howto/csrf/) Django website

e [f a useris already authenticated and tries to navigate to the login page this is prevented.
e Alogout function was added, to provide the user with the ability to logout of the application.
o |[fauserislogged out then the user cannot navigate to the admin or main dashboard page.

5.2 Functionality which will now be included in Sprint Two

The following functionality was taken out of scope for Sprint One, and will be included in Sprint 2. The changes detailed in section 3.1 were determined to
be of a higher priority or required for sufficient testing of user roles and permissions:

e  OTP functionality — will be included in sprint 2
e Three attempts to login — will be included in sprint 2

5.3 Out of Scope
The objective of the testing is not to test the Django framework, but the code which the team has written :
e The Django admin page and functionality is part of the Django web framework and is out of scope for testing

e Llibraries are excluded for testing
e The password encryption is excluded because this is provided by Django


https://docs.djangoproject.com/en/4.1/ref/templates/builtins/#std-templatetag-csrf_token
https://docs.djangoproject.com/en/4.1/howto/csrf/

6.0 Testing Phases

The testing approach was to plan for three cycles of testing
All the tests planned for cycle 1 sprint one passed

7.0 Test Cases and Test Results




Test Group Security or Design Function being tested Test Id Test Description Data entered Expected Result | Pass/Fail Testing
Functional Test Requirement (where applicable) - cycle
Type which was in scope Valid/Invalid when
for the first sprint — Data Entry test
Threat Mitigation passed
Category
1 Security — Multi-factor Login Functionality — 1.1 Enter spaces for the user id <spaces> Invalid Pass 1
Confidentiality authentication User Id
Input validation
1.2 Enter a return character for the user <return> Invalid Pass 1
id
1.3 Enter an invalid character ! Invalid Pass 1
1.4 Enter a valid test user id Officer Valid Pass 1
SQL Injection 15 Enter a SQL command SELECT * FROM Invalid Pass 1
auth_user
2 Security — Multi-factor Login Functionality — 2.1 Enter a password which does not exist | AAAAAAA Invalid Pass 1
Confidentiality authentication Password validation in the database
and Integrity
Input validation
2.2 Enter a password which is a valid essex123 Valid Pass 1
password
SQL Injection 2.3 Enter a SQL command for the SELECT * FROM Invalid Pass 1
password auth_user
3 Security — Multi-factor Login Page Navigation — 3.1 Login to the main page as admin and Login in as Jane, Invalid Pass 1
Confidentiality authentication prevent user from going enter in the URL for the login page essex123
back to the login page Update URL
4 Security — Authorization Permissions 4.1 Login as the administrator Navigate to the Valid Pass 1
Confidentiality Can the dashboard options be dashboard as jane,
accessed essex123
4.2 Login as the Officer Navigate to the Invalid Pass 1
Can the dashboard options be dashboard, as
accessed, only the change password Officer essex123
page should be available not the
administrator page
Functionality Logout Logout 43 Login as the Officer and logout from Submit the logout Valid Pass 1
the dashboard option
5 Functionality User profile Extended user profile as 5.1 Update the DOB, gender, department 01-02-1996 Valid Pass 1
part of the admin page name, location (these attributes use Male
drop downs) Name4
Location4
6 Functionality Create a new user New user 6.1 Create a new user and then logon LAldridge98 Valid Pass 1
with that user profile Suffolk123!
Changed to
Norfolk123!




Test 1.1 — Enter spaces for the user id — TEST PASSED

All tests have the system time included in the bottom left of the Ul

ranches - JaneAldridge/Django’ % | [E Writing and running tests | Dianc X @ Dutch Police Intemet Forensics = X | G CSRF token django - Google Se= X | +

M Beatrice has joined your

€« C O 127001

.Dutch Police
N ternet Forensics
Systems

User Login Here

Username

Usemame

Password

Password

1918

AreG M s

f oo LO-BEUSE00CEOXE S



Test 1.2 — Enter a return character for the user id — TEST PASSED

X | €) Branches - JaneAldridge/Djange’ X | ] Writing and running tests | Djan: X @ Dutch Police IntemetForensics© X G CSRF token django - Google Se= X |+

.Dutch Police
b ternet Forensics

Systems

User Login Here

Username

Username

Password

Password

A NG g 19:22

M B oo OB NURE00Q@OXm o Rl



Test 1.3 — Enter an invalid ‘!’ character for the password — TEST PASSED

X | €) Branches. JaneAldridge/Django’ X | [EJ] Writing and running tests [ Djan: X @ Dutch Police Interet Forensics© X G CSRF token django - Google Se2 X |+

.Dutch Police
N ternet Forensics
Systems

User Login Here

Username

Usemame

Password

Password

19:24

AreG M s

= 2 oo mOLBNUSE00C@XaE i



Test 1.4 — Enter a valid test user id and password — TEST PASSED

X | €) Branches. JaneAldridge/Django’ X | [EJ] Writing and running tests [ Djan: X @ Dutch Police Interet Forensics© X G CSRF token django - Google Se2 X |+ v = a X

.Dutch Police
N ternet Forensics
Systems

User Login Here

Username

Officer

Password

LK @ o nO-ZEBOUSCEOO0COXE ABE T ew



M Beatrice has joined your Persona. X | €) Branches - JaneAldridge/Djangor X | [l Writing and running tests | Diar

<« C  ® 127.00.1:8000/mainpage/

X @ Dutch Poli

temet Forensics S X | G CSRF token django - Google Se= X |+

<

User Dashboard

Qs la @D = B

USCO00C@XaE R

12



Test 1.5 — Enter a SQL Command — TEST PASSED

M Beatrice has joined your P+ X | €) Branches: JaneAldridge/D. X | Bl] Writingand unning tests! X @ Dutch Police IntemetForer X G CSRF token django - Gooc X | G INPUTVALDATION CAN Y X | (@) SQL Injection Prevention - X | G SQLinjection with djange - X What is SQL Injection? X | G whatisthe usertable call= X | [ Whereisusertable?-Usin X | + > = o x

<« C @ 127.00.1:8000/login, 2 % v 0@ :

.Dutch Police
3 ternet Forensics

Systems

User Login Here

Username

SELECT * FROM auth_user|

Password

Password

m # o LOD-2BEUSEO006 @Y NOG T s 0

13



M Beatrice has joined your P+ % | ) Branches. JaneAldridge/D x | FI] Writingand running tests! X @ Dutch Police Intemet Fore: X G CSRF token django - Gooc X | G INPUT VALIDATION CAN Y X SQL injection with django -~ X What is SQL Injection? X | G whatisthe user table call= x| [ Whereis user table? - Us:

<« C  ® 127.00.:8000/login,

Dutch Police
ternet Forensics
Systems
User Login Here

Username

Username

Password

Password

BN
reg T A

19:44
181242022

m # oo LOLBEUSREO00C@XE
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TEST 2.1 - Enter a password which does not exist in the database — TEST PASSED

M Beatrice has P X | €) Branches: JaneAldridge/D: X | [ Writingand runningtests| X @ Dutch Police IntemetForer X G CSRF token django - Gooc X | G INPUTVALIDATION CAN ¥ X | (3 SQL Injection Prevention - X | G SQLinjection with django - X What is SOL Injection? X | G whatisthe usertablecalle X | [ Whereisusertable?- Usin X | + A - a X

<« C @ 127.00.1:8000/login, -2 % T 0@ :

.Dutch Police
b ternet Forensics
Systems

User Login Here

Username

officer

Password

19:47

m 2 oo LOZBOUSEO00COXD ~eG T e w2

15



M Beatrice has joined your P+ % | ) Branches JaneAldridge/D x | Pl Writingand unning tests! X @ Dutch Police Intemet Fore: X G CSRF token django - Gooc X | & INPUT VALIDATION CAN ¥ X | (@) SQL Injection/frevention - X | G SQL injection with django - X What is SQL Injection? X | G whatisthe user table calle x| [B] Whereis usertable? - Usin x| + v a X

<« C  ® 127.00.:8000/login,

Dutch Police
ternet Forensics
Systems
User Login Here

Username

Username

Password

Password

19:47
181242022

BN o
reg N FD

m # oo LOLBEUSREO00C@XE
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Test 2.3 — Enter a password which is a valid password — TEST PASSED

" - v - a8 x

JaneAldridge/D. X | ] Writingand running tests| X @ Dutch Police IntenctForer X G CSRFtoken django-Goos X | G INPUTVALIDATION CAN Y X | () SQL Injeciién Prevention - X | G SQLinjection with djange - X What is SQL Injection? %X | G whatisthe usertable calle X | [ Whereisusertable? - Usin X | +
- % T 0@ :

M Beatrice hasjoined your = X | €) B

<« C @ 127.00.1:8000/mainpage/

User Dashboard

o I 2 B

i

>

19:50

"} B Qe kD W@ U= @09 g @ ’0 m AEG T Y
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Test 2.4 — Enter a SQL Command for the password — Test PASSED

M Beatrice has joined your P+ X | €) Branches: JaneAldridge/D. X | Bl] Writingand unning tests! X @ Dutch Police IntemetForer X G CSRF token django - Gooc X | G INPUTVALDATION CAN Y X | (@) SQL Injection Prevention - X | G SQLinjection with djange - X What is SOL Injection? X | G whatisthe usertable call= X | [ Whereisusertable?-Usin X | + ol - =] x

<« C @ 127.00.1:8000/login, -2 % T 0@ :

.Dutch Police
3 ternet Forensics

Systems

User Login Here

Username

Username

Password

Password

20:00
181212022

~deg 2w

m o LOZBONUSEO0Q@RXd

18



Test 3.1 - Login to the main page as admin and enter in the URL for the login page — TEST PASSED

The URL remains on the mainpage and does not navigate back to the login page

M Beatrice hasjoined your P= X | ) Branches. idge/D) X | | X @ DutchPolice IntemetForsr X G CSRF token djanga-Goee X | G INPUTVALIDATION CAN ¥ X | (2 SQLInjection Prevention - X ‘ G SQL injection with djangs - X ‘ § Whatis SQL Injection? X | G whatistheusertablecalle x | [ Whereis user table? - Usin % ‘ + v = a X
€ > C @ 127.001:8000/login| T 0@ :
@  Dutch Police Internet Forensics Systems - 127.0.0.1:8000/login X
Q  127.0.0.1:8000/login - Secure Search Search
@  Duich Police Internet Forensics Systems - 127.0.0.1:8000/login/
@  Dutch Police Internet F tems - 127.0.0.1: gin/? inpag:

Total Cases Cases Pending

5613 312

Complete Cases Cases to be Reviewed

4101 1035

Reports Filled No. of Criminal Activities Found

6052 10564

Located Criminal Activities Reports Filled

8535 6052

@ o wOLBONUSE00CR@0d neG T ey B

19



M Beatrice hasjoined your P X | €) Branches - JaneAldridge/D. X | ] Writingand running tests| X @ Dutch Polics

emetfore X G CSRFtokendiango-Goos X | G INPUTVAUDATION CANY X | D) SQLinjection Prevention - X | G SOLinjection with djange X What is SQL Injecti

X | G whatistheusertablecalle X | [ Whereis user table? - Usin X

AL
<
|
o
X

<« C @ 127.00.1:8000/mainpage/ 2 % v 0@ :

User Dashboar

L) f v wO-@BOEHUSCEO0COXN®E feE I w2

20



Test 4.1 — Login as admin can the dashboard menu options be accessed — TEST PASSED

M Beatrice hasjoined your = X | €) B JaneAldridge/D. X | [ Writingand running tests| X @ Dutch Police IntenctForer X G CSRFtoken django-Goos X | G INPUTVALIDATION CAN Y X | () SQLlnj Prevention - X | G SQLinjection with djange - X What is SQL Injection? %X | G whatisthe usertable calle X | [ Whereisusertable? - Usin X | + o - o x

2 % T 0@ :

€« > C O 12700

Manage Users Log Activities

127.0.0.1:8000/adminylogin/7next=/admin/

"} B Qe kD W@ U= @09 g @ ’@ ﬁ S 15/12/2222
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M Beatrice has joined your P- X ‘ ) Branches  JaneAldridge/D. X ‘ Writingand running tests| X @ Site administration | Djang X G CSRF token djanga - Gooc X | G INPUT VALIDATION CAN ¥ X ‘ @ sQL Injection Prevention - X ‘ G SQL injection with django - X ‘ ' Whatis SQL Injection? X | G whatis the user table calle X ‘ B Where is user table? - Usic % ‘ + W = a x

€« > C @ 127.00.1:8000/admin/

Site administration

AUTHENTICATION AND AUTHORIZATION -
Recent actions

Groups +add  # Change
Users +Add  # Change My actions

# managers

Grouy
PASSWORD_HISTORY: "

# senior_security_analysts

Gonfigurations +add  # Change Group
Password history 4add 2 Change # junior_security_analysts
Group
# admin
roun

# SenAnalyst

User

# Pearce

User

# Officer

User

# Nkosana
User

# Manager
User

& JunAnalyst
User

oo m OB HUSEO006@ 9 neG I e

18/12/2022
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M Beatrice hasjoined your P« X | ) Branches. JaneAldridge/D; X | [ Writing and unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUTVALIDATION CAN ¥ X | @ Sl Inj Prevention - X | G SQlinjectionwithdjango X | §§f Whatis SQLinjection? X | G whatis the user table calle x | [E] Whereis usertable? - Usic X | + > = a X

& > C © 127.00.1:8000/userslogs/ e % v 0@ :

& Welcome, Jane

Manage Users Log Activities

127.00.1:8000/userslogs/

7] B Qs @ O =

USCO00C@XaE NOG I e
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M Beatrice hasjoined your P« X | ) Branches. Janedldridge/D; X | [ Writingand unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN 1 X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | 1§ Whatis SQU Injection? X | G whatisthe usertable calle x | [ Whereisusertable? - Usin X | + W = a 3

& > C © 127.00.1:8000/mainpage/ e % v 0@ :

Welcome, Jane

User Dashboard

127.00.1:8000/

ngepassword/

Qsarcn @ @ =

USCO00C@XaE NOG I e w
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M Beatrice has joined your P- X ‘ ) Branches  JaneAldridge/D. X ‘ Writing and running tests| X @ Password change | Djangc X G CSRF token djanga - Gooc X | G INPUT VALIDATION CAN ¥ X ‘ @ sQL Injection Prevention - X ‘ G SQL injection with django - X ‘ ' Whatis SQL Injection? x ‘ G what is the user table calle X ‘ B Where is user table? - Usic % ‘ + W = a x

€ > C © 127.00.18000/changepassword/ T

o administration

Home > Password change

Password change

Please enter your old password, for security's sake, and then enter your new password 1

New password

50 We can verify you typed it in correctly.

Wour pessword canft be too similer to your other personal information.
Your password must contein at least 8 characters.

Wour password carft be @ commonly used password.

Wour pessword carft be entirely numeric.

This password must contain at least 1 letter, 1 digit, 1 lower case letter, 1 upper Gase letter, 1 special character, such as ~1@#5%'8*()_+:]

New password confirmation:

CHANGE MY PASSWORD

Qsarcn @ D =

US€00C@Xad ~eG T e
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M Beatrice hasjoined your P« X | ) Branches. JaneAldridge/D, X | [ Writing and unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN ¥ X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | §f Whatis SQUinjection? X | G whatis the user table calle x | [EJ Whereis user table? - Usin x | + i - =] X

« C @ 127.00.1:8000/audits/ e % v 0@ :

Welcome, Jane

Manage Audits

127.00.1:8000/audits

B Qsearn @D =

L I~ o I« g @ ’0 ﬁ S R SR
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M Beatrice hasjoined your P« X | ) Branches. Janedldridge/D; X | [ Writingand unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN 1 X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | 1§ Whatis SQU Injection? X | G whatisthe usertable calle x | [ Whereisusertable? - Usin X | + W = a 3

£ C @ 127001

Welcome, Jane

Manage and Review Repo

Manage and Review Reports

127.0.0,1:8000/manage_reports/

7] Qsercn  ha [D =

USCO00C@XaE NOG I e
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M Beatrice hasjoined your P« X | ) Branches. Janedldridge/D; X | [ Writingand unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN 1 X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | 1§ Whatis SQU Injection? X | G whatisthe usertable calle x | [ Whereisusertable? - Usin X | + W = a 3

orts e % v 0@

£ C @ 127.00.1:8000/create.

Welcome, Jane

Create, File and View Reports

B Create andView Reparts

127.00.1:8000create_reports/

M=

e Useo00coxd ABG I e 0
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M Beatrice hasjoined your P« X | ) Branches. Janedldridge/D; X | [ Writingand unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN 1 X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | 1§ Whatis SQU Injection? X | G whatisthe usertable calle x | [ Whereisusertable? - Usin X | + W = a 3

<« C  © 127.00.1:8000/criminalactivity, e % v 0@

Welcome, Jane

Research and Locate Criminal Activity

127.0.0,1:8000  eriminalactivity/.

M=

e Useo00coxd LTI L
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M Beatrice hasjoined your P« X | ) Branches. JaneAldridge/D, X | [ Writing and unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN ¥ X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | §f Whatis SQUinjection? X | G whatis the user table calle x | [EJ Whereis user table? - Usin x | + i - =] X

« C @ 127.00.18000/cases/ e % v 0@ :

Welcome, Jane

Manage Cases

127.00.1:8000/cases/

B Qsearn @D =

L I~ o I« g @ ’0 ﬁ S R R
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M Beatrice hasjoined your P« X | ) Branches. Janedldridge/D; X | [ Writingand unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN 1 X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | 1§ Whatis SQU Injection? X | G whatisthe usertable calle x | [ Whereisusertable? - Usin X | + W = a 3

« C @ 127.00.18000/mainpage/ e % v 0@ :

Welcome, Jane

User Dashboard

User Dashboard

127.0.0,1:8000/mainpage/

7] Qsercn  ha [D =

L I~ o I« g @ ’0 ﬁ S SR
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Test 4.2 - Login as the Officer - Can the dashboard options be accessed — TEST PASSED

The administrator page should not be available but the officer should have access to the password page

M Beatrice has joined your P= X | ) Branches. JaneAldridge/D X | [IJ Writingand umningtests| X @ Dutch Polica IntemetFors: % G CSRFtokendjango-Gooz X | G INPUTVALIDATION CAN ¥ X | (%) SQL Injection Prevention - X | G SQLinjection with django - X | What is SQL Injection? X | G whatisthe usertable calle x| [] Wheraisusertable? - Usin X | 4 v b o x

<« C @ 127.00.1:8000/mainpage/ @ x T 0@ :

Welcome, Officer

User Dashboard

127.0.0.1:8000/admin/login/7next=/admin/

m # oo LOLBONUSEN0NCEONd reG N e

18/12/2022
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M Beatrice hasjoined your Pe X | €) Branches . JaneAldridge/D. X | Writingand running tests| X @ Login| Djangossiteadmin X G CSRF token djanga-Goce X | & INPUTVALIDATION CAN ¥ X | (@) SQL Injection Prevention - X ‘ G SQL injection with django - X ‘ ' What is SQL Injection? X | G whatistheusertable calle x | [ Whereis user table? - Usin X ‘ + W = a x

< C @ 127.0.0.1:8000/admin/login/?next=/admin/ e % v 0@ :

Django administration

You are authenticated as Officer, but are not
authorized to access this page. Would you like to
login to a different account?

Username:
( J

Password:

e k@D WD BEHUSE@00CQ@Kd L
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M Beatrice hasjoined your P« X | ) Branches. Janedldridge/D; X | [ Writingand unning tests| X @ Dutch Police Intemet Fore- X G CSRF token django-Gooc X | & INPUT VALIDATION CAN 1 X | (@ SQL Injection Prevention - X | G SQLinjection with django - X | 1§ Whatis SQU Injection? X | G whatisthe usertable calle x | [ Whereisusertable? - Usin X | + W = a 3

& > C © 127.00.1:8000/mainpage/ e % v 0@ :

Welcome, Officer

User Dashboard

127.00.1:8000/

ngepassword/

Qsarcn @ @ =

v I~ e} Ug@’aﬁ S R DR
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M Beatrice has joined your P- X ‘ ) Branches  JaneAldridge/D. X ‘ Writing and running tests| X @ Password change | Djangc X G CSRF token djanga - Gooc X | G INPUT VALIDATION CAN ¥ X ‘ @ sQL Injection Prevention - X ‘ G SQL injection with django - X ‘ ' Whatis SQL Injection? x ‘ G what is the user table calle X ‘ B Where is user table? - Usic % ‘ + W = a x

€ > C © 127.00.18000/changepassword/ T

o administration

Home > Password change

Password change

Please enter your old password, for security's sake, and then enter your new password 1

New password

50 We can verify you typed it in correctly.

Wour pessword canft be too similer to your other personal information.
Your password must contein at least 8 characters.

Wour password carft be @ commonly used password.

Wour pessword carft be entirely numeric.

This password must contain at least 1 letter, 1 digit, 1 lower case letter, 1 upper Gase letter, 1 special character, such as ~1@#5%'8*()_+:]

New password confirmation:

CHANGE MY PASSWORD

Qsarcn @ D =

USe0N0GC@Xa nBG Y ea
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Test 4.2 — Login as the officer and logout from the dashboard — TEST PASSED

M Beatrice hasjoined your P X | €) Branches  JaneAldridge/D. X | [ Writingand unning tests| X @ Dutch Police Intenet Forer X G CSRF token django - Gooz X | G INPUTVALDATION CAN Y X | () SQL Injection Prevention - X | G SQLinjection with djange -~ X What is SQL Injection? %X | G whatisthe usertable calle X | [ Whereisusertable? - Usin X | + o - o x

€ > C O 127.001:8000/mainpage/

Welcome, Officer

User Dashboard

127.00.1:8000/logout/

® Mo LOZBOUSEO0Q@RXd ~eG o w20

36



M Beatrice has joined your P+ % | ) Branches JaneAldridge/D x | Pl Writingand unning tests! X @ Dutch Police Intemet Fore: X G CSRF token django - Gooc X | & INPUT VALIDATION CAN Y X | (@) SQL Injection Prevention - X | G SQL injection with django - X What is SQL Injection? X | G whatis the user table cal

<« C  ® 127.00.:8000/login,

Dutch Police
ternet Forensics
Systems
User Login Here

Username

Username

Password

Password

 ENG

m # o LOD-2BHENUSE00COXd neG U e 2

e
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Test 5.1 — Update the user profile fields which have been added — DOB, gender, department name, location — TEST PASSED

M Inbox (32134) - 1€ X \ 0 X @ Selectgrouptochange|Djange X+ o - o x

€ 3 C O 127.00.:8000/admin/auth/group/ 2 % v 0@ :

Django administration WELCOME JANE VIEW SITE / CHANGE PASSWORD / LOG 0UT

Home » Authentication and Authorization > Groups

Start typing to filter...
Select group to change
Groups + Add afl )| searcn
Users +Add
Action: — v || Go | 0of5selected
O  erowe
Configurations + Add
& O  admin
Password history +add
O junior_security_analysts
O managers
O police_officers
O senior_security_analysts

5 groups

@ # o OB EUSE00CEMON fo T ea
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M Inbox (32,155) - x| €

€« > C @ 127.00.1:8000/admin/auth/user/

0 administration

Home - Authentication and Authorization - Users

Start typing to filter..

AUTHENTICATION AND AUTHORIZATION

Groups + Add
Users =+ Add
Configurations +Add
Password history + Add

x

@ Select userto change | Django s X

Select user to change

af

]| search

Action: | —
USERNAME
Beatrice
Jane
JunAnalyst
Manager
Nkosana
officer

Pearce

0| O|0).0|0) o|0|.o|g

SenAnalyst

8 users

v

Go

0 of 8 selected

e

EMAIL ADDRESS

beae@gmail.com

janeal@gmail.com

nkona@rocketmail.com

pearc@gmail.com

FIRSTNAME
Beatrice
Jane
JunAnalyst
Manager
Nkosana
officer
Pearce

SenAnalyst

LAST NAME
Mutegi
Aldridge
Security
ane
Miambo
one
Begley

Security

STAFF STATUS

© 0 ¢ ¢ © © 0 o

FILTES

1 By staff status
Al

Yes

No

1 By superuser status
Al

Yes

No

| Byactive
All
Yes
No

| By groups

Al

admin
junior_security_analysts
managers
police_officers
senior_security_snalysts

Q search

[ ER

USEe00CE®X
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M Inbox (32155) - x| €

€« > C @ 127.00.1:8000/admin/auth/user/2/change/

jango administrat

X @ lane|Change user | Djangosite: X =+

Home - Authentication and Authorization - Users > Jane

Start typing to filter..

AUTHENTICATION AND AUTHORIZATION

Groups + Add
Users =+ Add
Configurations +Add
Password history + Add

Change user

Jane

Usemam Jane
Required. 150 characters of fewer,Lefters, digits and @/.+/-/_ only.

Password: algorithm: pbkdf2_sha256 iterations: : MISxN hash: MMTRFg’
Raw passwords are not stored, 50 there is no way 10 see this user’s password, but you can chiange the password sing this form.

First name: Jane

Last name: Aldridge

Email address: janeal@gmail.com

Permissions

Active

Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

Staff status
Designates whether the user can log into this admin site.

Superuser status.

Designates that this user has all permissions without explicitly assigning them.

Groups Available groups © Chosen groups © *

admin
Q

r

junior_security_analysts <
managers

police_officers

senior_security_analysts )

Choose all & Remove all

“The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down "Control®, or “Command” on a Mac, 10 select more than one.

User 2]

Chosen user permi

ns @

Q

admin | log entry | Can add log entry E

admin | log entry | Can change log entry

admin | log entry | Can delete Iog entry

admin | log entry | Can view log entry o

auth | group | Can add group

auth | group | Can change group g
m

rer

%2 o LO-BEUSE00CEO®N ne T wm
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M Inbox (32155) -

iy x
€« 2 C @ 127.00.1:8000/admin/auth/user/2/change/

@ Jane | Change user | Djangosite: X +

| start typing to fitter.. police_officers

2 %
senior_security_analysts )
AUTHENTICATION AND AUTHORIZATION

L}
Groups +Add

Users + Add

PASSWORD_HISTORY:

Comfirations add Choose all & @ Remove all
Password history -+ Add The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down “Control”, or “Command” on a Mac, 1o select more than one.

User

[} Chosen user permis:

ns @

Q| Fiter |

admin | log entry | Can add log entry
admin | log entry | Can change log erry
admin | log entry | Can delete log enry
admin | log entry | Can view log entry o
auth | group| Can add group

auth | groun | Can change group e
auth | group| Can delete group

auth | group| Can view group

auth | permission | Can add permission
auth | permission | Can change permission
auth | permission | Can delete permissian
auth | permission | Can view permission
auth | user | Can add user

Choose all © @ Remove all
Specific permissions for this user. Hold down “Control’, or “Command on a Mac, to Select more than one.

Important dates

Last login:

Date: | 20221219 | Tocsy ()

Time: | 112902 | now| @

Date joined:

Date: | 20221213 | Today Iff)

Time: | 07:3406 | Now! @

USER PROFILE

User profile: Jane

DateofBirth: \-|9974)9—ns | Today |88
Gender: | FEMALE v
DepartmentName: | Name2 v

DepartmentLocation: | Location2 v

Save and add another Save and continue editing SAVE

# oo LOZBHEUSEO00C @@ ne T e
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M Inbox (32155) -

iy x
€« 2 C @ 127.00.1:8000/admin/auth/user/2/change/

@ Jane | Change user | Djangosite: X +

| start typing to fitter.. police_officers

2 %
senior_security_analysts )
AUTHENTICATION AND AUTHORIZATION

L}
Groups +Add

Users + Add

PASSWORD_HISTORY:

Comfirations add Choose all & @ Remove all
Password history -+ Add The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down “Control”, or “Command” on a Mac, 1o select more than one.

User

[} Chosen user permis:

ns @

Q| Fiter |

admin | log entry | Can add log entry
admin | log entry | Can change log erry
admin | log entry | Can delete log enry
admin | log entry | Can view log entry o
auth | group| Can add group

auth | groun | Can change group e
auth | group| Can delete group

auth | group| Can view group

auth | permission | Can add permission
auth | permission | Can change permission
auth | permission | Can delete permissian
auth | permission | Can view permission
auth | user | Can add user

Choose all © @ Remove all
Specific permissions for this user. Hold down “Control’, or “Command on a Mac, to Select more than one.

Important dates
Lastlogin:

Date: | 20221219 | Tocsy ()

Time: | 112902 | now| @

Date joined:

Date: | 20221213 | Today Iff)

Time: | 07:3406 | Now! @

USER PROFILE

User profile: Jane

DateOfBirth: \‘ws&oz—m | Today |88

Gender: CMALE v

v

DepartmentName: | Names v

DepartmentLocation:

Save and add another Save and continue editing SAVE

2 o LO-BHNHUSEO00CEO®N

enG e
AB e TP g
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M Inbox (32,155) - 16 % ‘ [} X @ Selectusertochange|Djangos X+ v = a 3

€ > C O 127.00.1:8000/admin/auth/user/ e % v 0@ :

0 administration

Home - Authentication and Authorization - Users

Start typing 1o ffter.. @ The user “Jans" was changed successfully.
Eeoups: FAdd Select user to change

Users +Add
a ] search HL
By staff status
o
Al

" Action: —_— v G 0 of 8 selected
Configurations +Add 2
Yes
Password history + Add [0 USERNAME a  EMAIL ADDRESS FIRSTNAME LAST NAME STAFF STATUS No

O  Beatrice beae@gmail.com Beatrice Mutegi @ B R e S

O Jane janeal@gmail.com Jane Aldridge o Al

O Junanalyst JunAnalyst Security o NED
No

O Manager Manager One o
| By active

D Nkosana nkona@rocketmail.com Nkosana Mlambo @
Al

O  officer officer one o Yes
N

O Pearce pearc@gmail com Pearce Begley @ ©

O senAnalyst SenAnalyst Security L] 1 By groups
All

8 users
admin
junior_security_analysts
managers

« police._officers

senior_security_analysts

Q saarch 0-’3 Uma€aaqg gg@‘ 2GS SR gt
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M Inbox (32155) -

iy x
€« 2 C @ 127.00.1:8000/admin/auth/user/2/change/

@ Jane | Change user | Djangosite: X +

| start typing to fitter.. police_officers

2 %
senior_security_analysts )
AUTHENTICATION AND AUTHORIZATION

L}
Groups +Add

Users + Add

PASSWORD_HISTORY:

Comfirations add Choose all & @ Remove all
Password history -+ Add The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down “Control”, or “Command” on a Mac, 1o select more than one.

User

[} Chosen user permis:

ns @

Q| Fiter |

admin | log entry | Can add log entry
admin | log entry | Can change log erry
admin | log entry | Can delete log enry
admin | log entry | Can view log entry o
auth | group| Can add group

auth | groun | Can change group e
auth | group| Can delete group

auth | group| Can view group

auth | permission | Can add permission
auth | permission | Can change permission
auth | permission | Can delete permissian
auth | permission | Can view permission
auth | user | Can add user

Choose all © @ Remove all
Specific permissions for this user. Hold down “Control’, or “Command on a Mac, to Select more than one.

Important dates

Last login:

Date: | 20221219 | Tocsy ()

Time: | 112902 | now| @

Date joined:

Date: | 20221213 | Today Iff)

Time: | 07:3406 | Now! @

USER PROFILE

User profile: Jane

DateOfBirth: \‘ws&oz—m | Today |88

Gender: CMALE v

DepartmentName: | Names v

DepartmentLocation: | Location4 v

Save and add another Save and continue editing SAVE

# oo LOZBHEUSEO00C @@ S RTI
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Test 6.1 — Create a new user and then logon with that user — TEST PASSED

M Pearce Begley has joined your - X \ 63 Post Attendes - Zoom

() laneAldridge/DiangoForensics X @ Add user|Djangosite admin X G can you include tables orimage: X | ) Howdo you putImageson the F X \ ) lencAldridge/DiangoForensics X | +
€ 5 C O 127.00.:8000/admin/auth/user/add/

-2 % T a0@ :
tration

WELCOME, JANE. VIEW SITE / CH,
Home > Authentication and Authorization - Users » Add user

Start typing to filter..

Add user

Groups + Add First, enter a username and password. Then, you'll be able to edit more user options.

Users +Add
Username: LAldridgeos

Required. 150 characters or fewer. Letters, digits and @/./+/-/_ only.

PASSWORD_HISTORY

Password:
Configurations + Add
Your. 100 similar to ye
Password history +add Vour password must contain at least 8 charactars.
Your password can' e & commorly used passuord.
Your password can' be entirly numeric.
This password must contain st least 1 letter, 1 digit, 1 lower case letter,  upper case letter, 1 spacial character, such as ~1@ #5%42¢()_+;[]
Password confirmation:
Enter the same password as before, for verification.
USER PROFILE
User profile: #1 o
DateofBirth: 20140109 | Today |{)
Gender: FEMALE
« DepartmentName: Name1 v
DepartmentLocation:

Save and add another Save and continue editing

Qsercn @ D - a

USe00e@Ox o w
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M Pearce Begley has joined your P X ‘ €3 Post Attendee - Zoom x ‘ () JaneAldridge/DiangoFarensics X @ LAldridged8 | Change user [Bjar X G can you include tables orimage: X | ) How do you putimages on the F X ‘ ) JoncAldridge/Djangoforensics X | +

€« > C @ 127.00.1:8000/admin/auth/user/10/change/

jango administrat

Home - Authentication and Authorization - Users : | Aldridge!

Start typing to filter..

AUTHENTICATION AND AUTHORIZATION

Groups + Add

@ The user “LAldridge98” was added successfully. You may edit t ag:

Change user

LAldridge98

Reauired. 150 charactes or fewer,Leters,digits and @/./+/-_aniy
Configurations +add

Users + Add

algorithm: pbikcif2_sha2s6 iterations: 390000 salt: Tej hash: viLJ

Password history +Add Password:

Raw passwords are not stored, so there is no way to se this user's password, but you can change the passwerd using this form.

Personal info

First name:
Last name:

Email address:

Permissions

Active

Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

O staff status
Designates whether the user can log into this admin site.

O superuser status

Designates that this user has all permissions without explicily assigning them.

Groups: Available groups @ hosen groups @ i

Qa
admin =
junior_security_analysts
managers
police_officers ©
senior_security_analysts °
Choose all © @ Remove all

“The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down “Control®, or “Command” on a Mac, 1o select more than one

User e Chosen user permissions @
Q, | Filter
admin | log entry | Can add log entry =
admin | log entry | Can change log entry
admin | log entry | Can delete log entry

m # oo LOZBHEUSEO00C A ne T

1425
D a0
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M Pearce Begley has joined your P X ‘ €3 Post Attendee - Zoom X ‘ () JaneAldridge/DiangoFarensics X @ LAldridged8 | Change user [Bjar X G can you include tables orimage: X | €) Howdo you putimagesonthe F X ‘ ) Jenealdridge/DjangoForensics X | + v = a S

€« > C @ 127.00.1:8000/admin/auth/user/10/change/ L
[ Start typing to fifter. ] _— &
AUTHENTICATION AND AUTHORIZATION Designates whether this user should be treated as actve. Unselect this instead of deleting accourts.
Groups + add

O staff status
Uik +Add Designates whether the user can log into this admin site.

[0 superuser status

Designates that this user has all permissions without explicitly as:
PASSWORD_HISTORY ignates that t P ithout explicitly.

Configurations + Add Groups: Available groups @ | Chosen groups @ +
Password history + Add ‘ ‘ junior_security_analysts
 admin -
managers

police_officers
senior_security_analysts

o0

Chooseall @ @ Remove all

The groups this user belongs 0. A user will get all permissions granted to each of their groups. Hold down “Gontrol", or “Command” on a Mac, 10 selest more than one.

ns @
‘ ‘ I content type | Can add content type |

User permissi ) | hosen user permis

Q|
T TR
« auth | permission | Can change permission
auth | permission | Gan delete permission
auth | permission | Can view permission
auth | user | Can add user
auth | user | Can change user
auth | user | Can delete user
auth | user | Can view user
contenttypes | content type | Can change content type
contenttypes | content type | Can delete content type
‘contenttypes | content type | Can view content type
intemnetForensics | user profile | Can add user profile
internetForensics | user profile | Can change user profile
_internetForensics Luser orofile | Can delete user nrofile. &2 2

er

(2]

Choose all @ @ Remove all

Specific permissions for this user. Hold dovn “Contro’, or “Command” on a Mac, to select more than one.

Important dates

Last login Date: | | voaay 188

|Now @

=
5
E

Date joined:

20221219 | Tooey 1)

Time: | 142545 | Now! @

USER PROFILE

User profile: LAldridgeds

DateofBirth: [20140109 | Today 1£8

M o wODLBNURCO0CEO@N e T aa
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M Pearce Begley has joined your P X ‘ €3 Post Attendee - Zoom () JaneAldridge/DiangoFarensics X @ Selectuser to change | Django s X G can you include tables orimage: X | ) How do you putimages on the F X ‘ ) JoncAldridge/Djangoforensics X | + v = a S

€ > C O 127.00.1:8000/admin/auth/user/ e % v 0@ :

0 administration

Home - Authentication and Authorization - Users

Start typing 1o ffter.. @ The user “LAldridge38" was changed successfully.
Eeoups: FAdd Select user to change
Users =+ Add

afl ) sesrch FILTER

By staff status
o

All

" Action: —_— v G 0 of 10 selected
Configurations +Add 2
Yes
Password history + Add [0 USERNAME . EMAIL ADDRESS FIRST NAME LAST NAME STAFF STATUS No
O  Beatrice beae@gmail.com Beatrice Mutegi ® B R e S
O Jane janeal@gmail.com Jane Aldridge ] Al
O Joanne janealdridge@gmail com Joanne Aldridge o NED
No
O Junanalyst JunAnalyst Security [
| By active
D LAldridge9s )
Al
O  Manager Manager Qne o Yes
N
O Nkosana nkona@rocketmail.com Nkosana Miambo ® ©
O officer Officer One o | By groups
O Pearce pearc@gmail com Pearce Begley ) Al
admin
[0 SenAnalyst SenAnalyst Security ] junior_security_analysts
managers
« Tousens police_officers

senior_security_analysts

aso B O W USe00CE®N ne B em
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M Pearce Begley has joined your P X ‘ €3 Post Attendee - Zoom x ‘ ) JeneAldridge/DjangoForensics X

€« > C @ 127.00.1:8000/admin/auth/user/10/change/

jango administrat

@ LAldridge98 | Change user | Dja- X & can you include tables or image: X | ) How do you putimages on the F X ‘ ) JoncAldridge/Djangoforensics X | +

Home - Authentication and Authorization - Users : | Aldridge!

Start typing to filter..

AUTHENTICATION AND AUTHORIZATION

Groups + Add
Users =+ Add
Configurations +Add
Password history + Add

Change user

LAldridge98

Usernam

LAldridgeos

Required. 150 characters or fewer. Letters, digits and @/.+/-/_ only.

Password: algorithm: pbkdf2_sha256 iterations: lt: T8jz3H’ hash: vILJTI

Raw passwords are not stored, 50 there is o way 10 see this User's password, but you can hange the password sing this form.

First name: Lana
Last name: Aldridge
Email address: Jjanealdridge01@gmail.com

Permissions

Active

Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

O staff status
Designates whether the user can log into this admin site.

(0 superuser status

Designates that tis user has all permissions without explicily sssigning them

. +
roups Available groups @ Chosen groups @

junior_security_analysts e

Q

admin
managers
police_officers
senior_security_analysts )

Choose all & Remove all

“The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down "Control®, or “Command” on a Mac, 10 select more than one.

User 2]

Chosen user permi

ns @

‘contenttypes | content type | Can add content type el
Q

admin | log entry | Can 2dd log entry 5
admin | log entry | Can change log entry

admin | log entry | Can delete log entry

admin | log entry | Can view log entry

auth | group | Can add group

auth | group | Can change group

rer

o0

%2 o LO-BEUSECE00CEO®N ~o o

’ 1429
D a0
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M Pearce Begley has joined your P X ‘ €3 Post Attendee - Zoom () JaneAldridge/DiangoFarensics X @ Selectuser to change | Django s X G can you include tables orimage: X | ) How do you putimages on the F X ‘ ) JoncAldridge/Djangoforensics X | +

€ > C O 127.00.1:8000/admin/auth/user/ e % v 0@ :

0 administration

Home - Authentication and Authorization - Users

Start typing to filter..

AUTHENTICATION AND AUTHORIZATION

@ The user “LAldridge98" was changed successfuly.

Groups ofAd Select user to change
Users +Add
afl ] search FILIER
By staff status
-
: Action: | ——— v|| 6o | Dof 10sslected All
Configurations +Add 2
Yes
Password history + Add [0 USERNAME a EMAIL ADDRESS FIRST NAME LAST NAME STAFF STATUS No
O  Beatrice beae@gmail.com Beatrice Mutegi ) B R e S
O Jane janeal@gmail.com Jane Aldridge ) Al
O Joanne janealdridge@gmail com Joanne Aldridge ° NED
No
O Junanalyst JunAnalyst Security o
| By active
O LAldridge9s janealdridge0 @gmail.com Lana Aldridge o
Al
O  Manager Manager One o Yes
N
O Nkosana nkona@rocketmail.com Nkosana Miambo °® ©
O officer Officer One ) 1By groups
O Pearce pearc@gmail com Pearce Begley ) Al
admin
[0 SenAnalyst SenAnalyst Security o junior_security_analysts
managers
10 users

police_officers
senior_security_analysts

Q search

L 0o

USEeO00GCE®N
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M Pearce Beg

ias joined X | @ PostAttendee - Zoom x | €) JaneAldridge/DjangoFor X | & canyou include tables orimages X | ) How doyouputimagesonthe ¢ X | () JaneAldridge/DjangoForensics X @ Dutch Police Intemet Forensics S X+ B = a X

<« C @ 127.00.1:8000/mainpage/ wex TAO0@

Welcome, LAldridge38

User Dashboard

Qe kO a Us¢c00@CadO®X e el
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